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Abstract—Cloud-based storage services such as Box or Drop-
box are proliferating. They are being commonly adopted to store
private information, which is beneficial for resource-constrained
devices such as smartphones. However, stealing such device must
not enable the attacker to have access to cloud data. In this
paper, an access control mechanism for such scenario is proposed.
It leverages the fact that each person usually carries several
connected devices, thus forming a personal network previously
referred to as Internet–of–You (IoY). Results show that this
mechanism is resilient against several attacks; it is feasible in
a real world scenario; and it is specially appropriate for files
larger than 20kb as bigger files reduce the capacity of attack.

Keywords-Internet–of–You (IoY); Internet–of–Things (IoT);
multi-device authentication; access control

I. INTRODUCTION

In recent years, a huge amount of devices are being adopted
by users. The fridge, smart TV sets or even the coffeemaker
are becoming connected devices. This trend has been called
Internet–of–Things (IoT) and has received a great attention
from the research community. It has received different names
being Body Area Networks (BAN) [1] and Internet–of–You
(IoY) [2] the most prominent ones. In the remaining of this
paper we will adopt the term IoY to refer to these networks.

The widespread connectivity in modern societies is promot-
ing the increase in the amount of data managed in mobility.
Thus, accessing to office reports, preparing budgets and/or
commercial proposals using a tablet or even a smartphone
is becoming more and more frequent. Taking into account
that these devices offer a reduced amount of storage, cloud-
based storage services such as Dropbox or Google Drive are
attracting users from mobile devices. Large companies are
making this adoption easier – for example, Office users will
be able to use Dropbox from mobile applications1.

Regardless of the considered cloud-based storage service,
data should only be accessed by its owners. Different authen-
tication mechanisms have been proposed for IoY scenarios.
For example, some smartphones include multi-factor authen-
tication (namely a fingerprint and a password2). Likewise,
authentication by proximity is a promising approach, e.g.
phones with Android 5.0 will be able to keep Chrome OS

1http://www.bloomberg.com/news/articles/2014-11-04/microsoft-teams-up-
with-dropbox-to-target-mobile-business-users, last access February 2015.

2http://www.pcmag.com/article2/0,2817,2470696,00.asp, last access Febru-
ary 2015

devices unlocked just by being in the area3.
Leveraging IoY devices as a form of authentication against

external services has already been explored in the past. For
instance, again on the bases of proximity access control, [3]
presents a protocol to access data stored in a computer only if
a user’s device is close to it. By contrast, focused on data
stored in a remote server, [4] presents a multi-device and
multi-service authentication to enable the server to verify the
legitimacy of different devices.

This paper presents a quite different approach which applies
the concept of proximity access control to leverage the IoY
for accessing third-party services. Let’s consider the case in
which the user has some pictures uploaded to a cloud-based
storage service (e.g. Dropbox). It would be desirable for the
user to set up access control policies that enable accessing the
pictures only if he carries his smartwatch, his smartphone and
his RFID-enabled wallet.

In this paper, a novel access control mechanism for the
considered IoY scenario is presented. It leverages on the set of
devices forming the IoY to authenticate the user. Data stored
in a honest-but-curious remote server is accessible once a
configurable amount of IoY devices are in close proximity.
In this way, the attacker needs to control as many devices as
stated by the said threshold to gain access to the intended data.

The remainder of this paper is organized as follows. Sec-
tion II describes the related work. Section III describes the
considered model. The proposed mechanism is described in
Section IV and its evaluation is shown in Section V. Section
VI concludes the paper and gives future research directions.

II. RELATED WORK

Authentication is a well-known security service which has
received a great research attention. Using a device as an
authenticator is one of the three main ways of authentication
(something you have), which complements the other two –
something you know (e.g. passwords) and something you are
(e.g. biometric signals).

To strengthen the authentication process, previous proposals
have focused on combining the said factors. This approach is
referred to as multi-factor authentication [5]. In this way, the
attacker needs to get access or compromise different elements

3http://www.computerworld.com/article/2839452/android-50-security.html,
last access March 2015



in order to impersonate a valid user. I. Lami et al. [6] proposes
the combination of a password with users’ location and time.
H. Zhu et al. present Duth [7], an authentication method for
Android devices that focuses on a handwriting pattern on the
touch screen. The authentication is performed through heuris-
tics composed of spatial and time characteristics. Similarly,
TouchIn [8] authenticates users regarding something-they-
are and something-they-known. It comprises two phases, the
former to capture geometric curves chosen by the device owner
and the latter to analyse authentication features, e.g. direction,
concerning captured curves. J. Hu et al. [9] proposes a 3-factor
authentication system for payment services based on Android.
A password, a USIM card and a facial biometric recognition
are applied as authentication factors. More recently, S. H.
Khan et al. [10] proposes the use of random projections to
biometric data using keys derived from passwords.

Each of the aforementioned factors have their own se-
curity threats and disadvantages [11]. Particularly, biometric
mechanisms are often too invasive and require a particular
environment to be successful. Using known information is
prone to errors due to memory issues. On the other hand,
devices may be lost or stolen.

With the spreading of small devices which can be easily
carried (portable) or even weared (wearable), new authentica-
tion proposals have been presented. Chen and Sinclair have
coined the term “Tangible security”. In their approach, data
in the user smartphone is decrypted as long as the remaining
user-related tokens, e.g. wearable devices, are in the proximity
[12]. The proximity is also the key in the “Zero-interaction
authentication” by Corner and Noble [3]. The user is able
to log into the computer just by carrying an authenticating
device. Whenever such a device is separated, user’s data into
the computer is encrypted.

The abundance of carried devices which are routinely used,
along with the increase of connectivity, makes them suitable to
store personal information. Previous attempts have spread the
sensitive data among the different elements, using lightweight
crypto mechanisms to protect it [13]. To decrease the threat
of data theft, proximity-based mechanisms have also been
proposed. As an example, Peeters et al. propose an scheme
in which devices cooperate to make an operation (e.g. decrypt
some data) [14]. L. Shi et al. propose BANA [15], a node
authentication scheme for body area networks based on vari-
ations of behaviour among sensors located in the body.

In this work, the set of devices carried by a user become an
indicator of her presence. This direction has already been ex-
plored. Hulsebolch et al. propose a context-sensitive adaptive
authentication, in which a given authentication mechanism is
more or less stringent depending on the user context [16].
Such a context is determined by fusing data coming from
each of the user-related devices. Their proposal depends on
the reliability of the measured data, which is unsuitable for
strict scenarios such as the access to private information.
Likewise, C. Williams et al. apply identity-based cryptography
to access data by an IoY device in emergencies [13]. Also in
the field of authentication, J. Huang et al. present SEMMAP

[4], an authentication protocol to enable the server to verify the
legitimacy of different users’ devices when accessing different
services.

Aforementioned approaches focus on the proximity of ele-
ments. For example, they could not automatically log the user
into a Dropbox account since it’s not feasible to be physically
close to Dropbox servers. Therefore, the use of proximity
access control in regard to multiple devices to access data
stored in a third party has not been already explored.

III. MODEL

This Section introduces the main elements of the proposed
protocol. First, Section III-A describes the system entities.
Afterwards, Section III-B presents the trust and adversarial
model and Section III-C describes the objectives. The notation
in use throughout this paper is shown in Table I.

TABLE I
NOTATION

Symbol Meaning
KGj Group Key of user j
KAij Authentication Key of device i of user j
CH Challenges
Y i′ Challenge response calculated by C
Y i Challenge response calculated by each Di

XCij Secret parameter of C per Di and user j for D-H protocol
XDij Secret parameter of Di of user j for D-H protocol
EK(F ) File F encrypted with Key K
DK(F ) File F decrypted with Key K
C Cloud-based storage server
Di Device i carried by the user
MD Master Device used by the user to connect to C
TH Threshold value. The maximum refers to all Di plus MD

A. Entities model

There are three entities in the considered scenario, namely
the Cloud (C), the Master Device (MD) and a set of regular
Devices (Di), a minimum of one Di in particular.

Cloud C stores users’ encrypted files and manages authen-
tication. It provides data to (or receives data from) MD when
the user is properly authenticated. On the other hand, MD
corresponds to a portable device that has a significant amount
of memory, storage and processing power, e.g. a smartphone.
Finally, the most resource-constrained entities are Devices
Di. They are wearable elements (e.g. a smartwatch, a smart
brazelet, etc.) having limited memory, storage and processing
power.

While C and MD are seen as unique entities, there may
be several devices Di per user. Particularly, the user sets a
minimum threshold TH of devices that have to take part in
the protocol (Di plus MD).

B. Trust and adversarial model

The Cloud is considered honest-but-curious. It is assumed
that this entity 1) does not tamper data, 2) honestly executes
the proposed scheme and 3) tries to learn the content of
stored files [17]. TH − 1 entities, D and/or MD, may be
compromised in the authentication and the upload or download
of files. Devices can be fully compromised, thus all managed
data can be accessible to attackers. However, all entities are



considered trusted in the initialization and in the inclusion of
a new device Di.

Regarding the adversary adv, her goal is to get access to
the information stored in C. For this purpose, she can perform
the following malicious actions:

• Compromise MD to alter messages received from Di

or create new ones on their behalf. Thus, the user is
authenticated in the absence of the required set of Di.

• Cause a sybil attack. A fake device Di is involved in the
authentication process.

• Cause a replay attack. adv intercepts messages exchanged
from devices Di to be used in future requests and to
impersonate Di.

• Steal MD. adv makes multiple requests to C to download
as many files as possible.

• Compromise TH − 1 entities in the authentication or in
the download of files.

It must be noted that Denial of Service attack is out of the
scope since it does not lead adv to her intended goal, but to
interrupt the service provision.

C. Objectives

The design objectives of this mechanism are the following
ones:

• Access control to cloud data: encrypted files stored in
C have to be available for MD after the authentication
process.

• Multi-device authentication: authentication should suc-
ceed when the right set of Di and MD are involved
in the process. Such a right set is formed by at least TH
devices.

• Resource efficiency: the computation time and storage
space for each Di should be minimized along the whole
mechanism.

IV. PROTOCOL DESCRIPTION

This protocol consists of four phases – the initialization,
the authentication, the upload/download of a file and the in-
clusion/removal of a device Di. An overview of the protocol is
presented in Section IV-A. Afterwards, each phase is described
in a separate Section.

A. Overview

The proposed protocol aims to provide access control for
cloud-based storage servers using the set of IoY devices as
authentication elements. The use case scenario is the access
to encrypted data stored in the cloud from the smartphone
(Figure 1).

In the considered scenario, Cloud C server is accessed by
the user by means of a Master Device MD. To provide with
a higher authentication strength, the user needs not only MD,
but also a set of carried devices Di. Di are connected to MD
by means of short-range communication technologies such as
Bluetooth or NFC.

Fig. 1. System overview.

Fig. 2. Initialization phase.

In the beginning, a set of parameters are shared between
Di, MD and C. These parameters are updated each time a
new Di is introduced or a former one is no longer active.

When the user (by means of her MD) wants to upload an
encrypted file to C, a proof of presence of a given set of Di

is required first. These proofs are sent in a challenge-response
fashion. At least TH devices have to take part to authorize
the operation. Once the authentication is successful, the file is
uploaded to C. The same process is followed when the user
wants to download a file. Thus, only if enough devices are
present the user can access her files.

B. Initialization

The initialization consists of the creation and distribution
of the Group Key (KGj), the creation of the Files Key (KF ),
the specification of the threshold value (TH), the creation of
challenges (CH) and the creation of the Authentication key
(KAij). This phase is depicted in Figure 2.

First of all, MD creates KGj and sends it to every Di.
This key is used to ensure confidentiality between the Master
Device (MD) and every Di. It is sent to C together with the
user-defined amount of devices (TH). Subsequently, MD or
the user creates KF , which is the symmetric file encryption
key. KF is stored in MD in protected form (e.g. encrypted
with the user-defined password to unblock the smartphone).

Afterwards, C creates a set of challenges CHi and the



Fig. 3. Authentication and File download and upload phases.

expected response (called Y i′) for each one. A challenge CHi

is defined as a random string of characters of length, e.g., 1024
bits. They will be applied in the Authentication phase. Note
that challenges CH are related to session time which refers to
the time a user can request files without been re-authentication.
Each time a session is opened a challenge CHi is requested.

Subsequently, each Di applies the Diffie-Hellman protocol
to create a key KAij [18]. This key will be used for each
device Di to authenticate against C through MD, being
MD unable to access these messages. This process works as
follows. Let p be a public prime number p and g a primitive
root modulo p. Each Di creates gXDijmod(p) and encrypts it
with KGj . Then, it is sent to C through MD. Subsequently,
C sends gXCijmod(p) to MD to be delivered to Di. Finally,
Di and C are able to derive KAij through XCij and XDij

respectively, KAij = gXDijmod(p)
XCij .

C. Authentication

Depicted in Figure 3, the MD requests a file to C and
specifies who is the associated user. Then, C sends a challenge
CHi to MD requesting the computation of such CHi by MD
and all Di involved in the authentication process. MD and Di

then compute the challenge response (Y i). This computation
requires the encryption of CHi with KAij and afterwards,
with KGj . These responses are sent back to C through MD.
C compares Y i against the ones calculated in the initialization
(i.e. Y i′) and verifies that the amount of matches are equal or
higher than TH . In this case the authentication succeeds and
the File download or upload may start. Otherwise, the protocol
finishes.

D. File download and upload

After a successful authentication, the mechanism enables
the user to download encrypted files F from C or to upload
them to C. Particularly, files will be uploaded using key KF

(i.e. EKF
(F ) is uploaded). This result is stored in C and sent

back to the user (i.e. to her MD) when desired. Thus, MD
is able to decrypt them (F = DKF

(EKF
(F ))) since it knows

KF .

Fig. 4. Device inclusion or removal phase.

E. Device inclusion or removal

The inclusion or removal of a new device Dn is equivalent
to the initialization, see Figure 4. In case of a new device, MD
sends KGj to Dn and the Diffie-Hellman protocol is executed
between Dn and C to establish KAnj . Finally, C computes
Y n attached to Dn and stores them together with KAnj for
future authentications.

In case of a device removal, this process is with all remain-
ing devices Di. Therefore, the group key KGj is updated in
such a way that it is unknown to previous devices.

V. EVALUATION

In this Section, the proposed mechanism is assessed. The
analysis focuses on the three design goals (recall Section
III-C). Particularly, Section V-A studies how the authentication
and access control objectives are met. Section V-B studies the
computational/storage efficiency of the proposal considering
current technologies.

Apart from these results, the last part analyzes the practical
robustness of the mechanism. How difficult is for an attacker to
break the system? This question is addressed on Section V-C.
It is straightforward to see that this issue depends (among other
factors) on the validity time of the authentication. Therefore,
the session time length has to be considered. This parameter
is discussed in V-B.

A. Objectives assessment

We next discuss whether the authentication and access
control goals are met despite the considered adversarial model
(recall Section III-B):
• Multi-device authentication: Key KGj is created by MD

and shared with all user devices Di in the initialization
phase. Given that in this phase all devices are in safe
mode, this key is only known to these parties. Further-
more, key KAij

is built after a Diffie-Hellman exchange
between Di and C. Considering an appropriate value for
p (i.e. big prime number), the Discrete Logarithm Prob-
lem (DLP) [19] prevents other parties (and particularly
MD) to derive this value. In this way, only the intended
devices may be authenticated.

• Access control to cloud data: Files are only downloadable
after authentication. When the download of requested



TABLE II
ANALYSIS PARAMETERS

Parameter Value
Shared secret size (i.e. size of modulo in Diffie-Hellman) (bits) 1024

File size (bits) 80000000
Challenge size (bits) 1024

Key size (bits) 1024
Amount of devices 2

Amount of precomputed Yi 10
Threshold size (bits) 8

File request size (bits) 4096

files finishes, authentication is required again. The au-
thentication requires the computation of different chal-
lenges each time. Even if some computed challenges
are captured, they cannot be reused because fresh ones
are needed in next authentications. Consequently, even
if MD is stolen, just downloaded files, unless they are
appropriately removed, remain accessible to the attacker.
Nonetheless, there is a situation in which access control
could be compromised. Particularly, consider that MD is
stolen and remains close to TH-1 Di. This could enable
access to files without the user consent. This scenario is
deeply analysed in Section V-C. It must be noted that
user-defined parameter TH serves as a countermeasure
itself in that access control is enforced unless TH − 1
Di and MD are controlled by the attacker.

B. Performance analysis

In order to assess the real-world suitability of the proposal,
it is necessary to consider the state-of-the-art features of
the involved devices. Section V-B1 describes the features of
the considered entities. Afterwards, Section V-B2 illustrates
the computational cost of individual operations. We assume
that crypto-related operations are the most intensive ones in
the proposed protocol. Thus, other underlying issues such as
message transmission or reception are considered negligible.

Considering the previous figures, Section V-B3 analyses
the cost per phase. The parameters considered for these
calculations are shown in Table II. We will assume that all
devices will be participating, no matter the value of TH .
Furthermore, for the sake of simplicity, only one file will be
at stake.

1) Considered entities features: According to [20], current
smartwatches are equipped with processors that range from a
single 120 Mhz. chip up to a quad-core computational unit
with 1200 Mhz per core. To illustrate its performance, figures
from a constrained ARM Cortex A8 processor with a single
800 Mhz core have been considered. Its frequency is much
nearer to the device with lowest resources than the most
powerful one, which is suitable for the sake of this analysis. In
fact, this processor speed is very close to that of the Motorola
Moto 360 wearable device [21]. It must be noted, however,
that the processor architecture may take a critical role when it
comes to performance. This fact must be taken into account
when analyzing the results.

With respect to the Master Device (MD) processor, speci-
fications of a middle-price smartphone call for a 1 Ghz, dual
core unit [22]. To illustrate its behavior, a NVIDIA Tegra 250

TABLE III
CRYPTO PERFORMANCE OF CONSIDERED DEVICES

Operation Time ARM
Cortex A8
(ms)

Time
NVIDIA
Tegra 250
(ms)

Time Intel
Xeon E5-
620 (ms)

Diffie-Hellman (1024).
Keypair generation

43.533 7.952 0.253

Diffie-Hellman (1024).
Secret derivation

43.474 7.931 0.249

Symmetric Encryp-
tion/Decryption (AES
CTR 256) (per byte)

5.04 e−5 2.90 e−6 1.89 e−7

Asymmetric Encryption
(RSA 1024). Keypair
generation

1635.939 365.887 7.721

Asymmetric Encryption
(RSA 1024). Encryption
(per byte)

6.59 e−3 1.83 e−3 1.06 e−4

Asymmetric Encryption
(RSA 1024). Decryption
(per byte)

0.310 0.055 0.002

Hash (SHA-256). Hash
(per byte)

3.10 e−5 1.14 e−5 1.64 e−6

Signature (RSA 1024).
Creation (per byte)

0.310 0.055 0.002

Signature (RSA 1024).
Verification (per byte)

0.006 0.001 9.15 e−5

GPU will be considered. Such device is also present in a broad
range of current smartphones [23].

For the sake of completeness, processing capabilities of
the cloud have also been considered. In particular, Amazon
EC2 offers specific instances for data storage such as the
I2 model. This model features four Intel Xeon E5-2670 v2
processors. Given that no performance figures have been
published regarding this platform, in this analysis an Intel
Xeon E5-620 will be considered.

2) Computational cost of operations: Previous crypto-
graphic benchmarks have shown the computational cost of
cryptographic operations in the considered platforms (see
Table III) [24].

3) Analysis per phase: For the sake of clarity, the analysis
will be divided into the Initialization, Authentication and File
download/upload phases. According to the protocol descrip-
tion, the Device inclusion/removal phase is formed by a subset
of the operations carried out into the Initialization. For each
phase, the amount of data stored and sent by each participant
will be shown, as well as the computation time taken.

• Initialization phase. Table IV shows the computation time
as well as the amount of data exchanged by each entity.
In this phase, MD does not perform any cryptographic
computation – all computation workload is on Di and
C sides. It is clear that the most constrained device (Di)
takes most of the time spent in this phase. Regarding data
stored, MD needs to keep the group key KGj and the
file encryption key KF . The main data exchanged is the
key KGj as well as the Diffie-Hellman key exchange.

• Authentication phase. The performance figures of this
phase are summarized in Table V. It must be noted that
thanks to the precomputations made in the Initialization
phase, no crypto operations are carried out by C. Regard-
ing data exchanged, challenges and responses are sent
back and forth through MD. It must be noted that no



TABLE IV
PERFORMANCE FIGURES FOR INITIALIZATION PHASE

Master Device (MD) Device (Di) Cloud (C)
Computation time (ms) 0 87.019 5.338 e−4

Stored information (bits) 2048 2048 23552
Data sent (bits) 7176 1024 2048

Data received (bits) 4096 2048 3080

TABLE V
PERFORMANCE FIGURES FOR THE AUTHENTICATION PHASE

Master Device (MD) Device (Di) Cloud (C)
Computation time (ms) 7.43 e−4 0.012 0

Stored information (bits) 0 0 0
Data sent (bits) 9216 1024 1024

Data received (bits) 3072 1024 7168

entity has to store anything, which is very convenient for
scalability purposes.

• File upload/download. In this phase, devices Di do not
take part in the protocol. Only MD and C participate,
transferring the file at stake. For the sake of brevity, only
the calculation for the computation time of MD to upload
a file is explained in detail. The computation of MD is
to encrypt the file at stake. The time taken is proportional
to the file size.
Tcomput(MD) = Tenc(b bytes) ∗ (FileSize(bytes)/b)

= 2.9e−6 ∗ (107/1) = 29.049ms
(1)

In general terms the amount of stored information is suitable
for each considered device. Particularly, devices Di only
require to store 2048 bits, which is much less than their current
storage capabilities. For example, Sony’s SWR50 smartwatch
is equipped with 4 Gb of Flash memory4.

4) Session time analysis: Considering the protocol design,
one of the most relevant security-related parameters is the
session time. If it is very long, then the attacker may be
able to steal MD (i.e. the smartphone) and continue down-
loading/uploading even without the required devices – once
authentication is performed, it will last for a period of time
to avoid wasting resources. On the contrary, if the session
is too short, it may not be enough for the intended files to
be transmitted. For the sake of clarity, in the following the
download operation will be considered, although it is the same
calculation for the upload one.

The general expression for the time of authenticating the
devices and downloading the intended files is given by the
following Equation.

Tdownload(File) = TMD + TDi + Tcomm (2)

The time Tdownload(File) is given by the sum of the time
taken by MD (TMD), that of the portable devices (TDi) and
the communication time (Tcomm). It must be noted that as
all devices Di perform their calculations in parallel, this time
does not depend on the amount of participating devices nor
the value of the threshold TH .

Regarding the time TMD, it is due to the preparation of its
own challenge response, as well as the time taken to decrypt
the file itself. As the encryption method is symmetric, we

4http://www.sonymobile.com/es/products/smartwear/smartwatch-3-
swr50/specifications/, last access February 2015

Fig. 5. Evolution of minimum session time depending on file size

will assume that the computation time for decryption grows
linearly with the file size. Thus, the time taken to decrypt 2
Mb will be twice that to decrypt 1 Mb. Furthermore, we will
assume that the time may be applied to more than one file –
it is assumed that the time to decrypt a single 2 Mb file is the
same as to decrypt two files, 1 Mb each.

TMD = 2 ∗ (TencMD(1bytes) ∗ CH Size(bytes))+

(TdecMD(1byte) ∗ File size(bytes))
(3)

With respect to the time TDi, it is the one needed to
compute the challenge response. It is important to note that
the computation time will be bigger than that of MD due to
the resource constraint.

TDi = 2 ∗ (TencDi(1 bytes) ∗ CH Size(bytes)) (4)

Finally, the communication time is the required to transmit
the challenges CH and their computed answers Y i, as well as
the files at stake. Given that the size of CH is assumed to be
negligible as compared to that of the files, the communication
time is reduced to the file transmission. The resulting expres-
sion is as follows, being nDev the amount of participating
devices.

Tcomm = (nDev + 1) ∗ (Ttrans(1 bytes) ∗ CH Size(bytes))

+(Ttrans(1 bytes) ∗ File Size(bytes))

≈ (Ttrans(1 bytes) ∗ File Size(bytes))
(5)

From Equations (3), (4) and (5) above, it is intuitive to
see that the variable that has a biggest impact on the value
of the session is the file size. Particularly, the session time
sesstime is related to the file size as follows, considering
the said Equations and value for CH size, and 21 Mbit/s as
the transmission speed. The last value is taken from existing
figures for 3G communications 5.

sesstime ≥ Tdownload(File) = (2 ∗ (2.9e−6 ∗ 128)
+(2.9e−6 ∗ File size(bytes))) + (2 ∗ (5.04e−5 ∗ 128)

+(1/((21 ∗ 103)/8) ∗ File Size(bytes))

≈ 0.013 + 3.8e−4 ∗ File size(bytes)

(6)

C. Practical robustness

In order to authenticate against the cloud server, an adver-
sary needs to control MD and be close to TH − 1 devices.
Alternatively, she has to be able to mimic their behaviour.

5http://en.wikipedia.org/wiki/4G, last access February 2015



Assuming the channel between the MD and the cloud is
properly authenticated and confidential, an adversary needs to
steal or compromise the MD first in order to read files. If the
MD is compromised she can change the group key given she
is in the proximity of TH−1 Di. Therefore the system would
become compromised. If the MD is stolen the authentication
process can not take place unless the MD is close to TH−1
Di and the files can neither be retrieved nor the group key
changed. Thus, an stolen MD needs TH−1 correct responses
to compromise the system.

Under previous considerations, let ri be the distance be-
tween Di and MD at the moment of a theft/ loss (considering
ri does not change) and R the nominal transmission range
of MD. For simplicity, it will be assumed that the attacker
steals MD and stops moving while the victim moves at speed
S, the time the attack may success requires the victim and
the attacker to be within the transmission range, as well as
the attacker to receive TH − 1 correct responses. Given that
responses are simultaneously received, the time is bounded by
the Di with the maximum ri as it would be the first one out
of range. Then:

T ime(attack) =
R−maxTH−1(ri)

S
(7)

Let p be the probability of theft/loss of MD, the attacking
capacity (CAP (attack)) is measured as p multiplied by
the amount of times the protocol can be executed within
Time(attack) where both issues are considered indepen-
dent events. Accordingly, if ri > R for TH − 1 Di,
CAP (attack)=0. But if ri < R this capacity is measured
as follows:

CAP (attack) = p ∗ num executions = p ∗ T ime(attack)

sesstime
(8)

where sesstime depends on the file size to be downloaded
(recalling Section V-B4).

Now the point is to identify elements which affect
CAP (attack). We assume the following general scenario in
which a MD is stolen. R ranges from 100m to 600m increasing
in 200 units, S is set to {1, 5, 20, 40} km/h, file size is set to
{20kb, 2mb, 20mb} and for the sake of simplicity but without
losing generality, ri=1 ∀ Di. Note that 40 km/h is set to be the
maximum running speed 6 and 5 km/h is set to be the average
walking speed [25] of a human. Depicted in Plots 6(a)-6(c), it
is noteworthy that S is the factor that affects CAP (attack) the
most. A successful attack involves being within R. Thus, the
lower S, the longer the time the adversary can stay within
R and then, the higher the available Time(Attack). For
example, for file size=20kb, p=0.3 and R=400, if S=5km/h
CAP (attack)=0.06 and if S=20km/h CAP (attack)=0.015.
In this regard, with S=20km/h CAP (attack) decreases 75%
and with S=40km/h CAP (attack) decreases 88%.

File size affects CAP (attack) as well, although to a
lesser degree. Indeed, the joint analysis of the file size
and S is particularly remarkable. Being 2.9 the maximum
CAP (attack) which is achieved when p=0,7, R=400, file
size = 10kb and S=1km/h, CAP (attack) can be con-
sidered negligible A) for files bigger than 20kb when

6http://www.topendsports.com/resources/records/speed.htm , last access
February 2015

(a) CAP (attack) for file 20Kb

(b) CAP (attack) for file 2Mb

(c) CAP (attack) for file 20Mb

Fig. 6. CAP (attack) analysis

A.1) S=5km/h (CAP (attack)=0.09 on average) and A.2)
S=20km/h (CAP (attack)=0.02 on average) and B) for all
kind of files when S is higher than S=20km/h (CAP (attack)
order of 10(−3)).

Besides, p and R also affects CAP (attack),
which increases according to both parameters. For
example, given file size=20kb and p=0.4, for R=400,
if S=5km/h then CAP (attack)=0.08 and if S=20km/h
then CAP (attack)=0.02; and for R=200, if S=5km/h
then CAP (attack)=0.04 and if S=20km/h then
CAP (attack)=0.01. In both cases the change of R
affects 50% CAP (attack). However, as CAP (attack) is
significantly small when S >10km/h (order of 10(−2)), it
can be concluded that R does not affect CAP (attack) to
a great extent. Similar conclusions are drawn when p is
modified, according to Equation 8, changes in p are directly
proportional to changes in CAP (attack).

As a result, though CAP (attack) is highly dependent on
S, as the victim does not know her speed in case of MD
is stolen, the best choice to get a small CAP (attack) is the
use of the cloud for the storage of large files. Considering
S=1km/h, which is one possible worst case, CAP (attack)
is significantly small for files of size higher than 20kb
(CAP (attack) <0.49 on average) and it is almost negligible
for files of size higher than 20Mb (CAP (attack) <0.003 on
average).



Fig. 7. Relationship between TH and T ime(attack). TH − 1=3

One last appreciation is that TH indirectly affects
CAP (attack) because the more devices are involved in
the protocol, the more possibilities to reach a lower
Time(attack). For instance, depicted in Figure 7, being
TH − 1=3, D1 is close to the maximum R, thus R − r1 is
small and Time(attack) becomes a low value.

VI. CONCLUSIONS

The use of sensitive information from portable devices is
growing every day. As these devices have constrained storage,
data may be saved in the cloud. In order to prevent unautho-
rized access to such information, access control mechanisms
are needed.

In this paper, we have proposed a novel access control
mechanism for this scenario. It leverages on the Internet-of-
You (IoY), i.e. the set of connected devices that are usually
carried by a user. Therefore, the user may upload or download
data from the cloud as long as a predefined set of her devices
are present. In this way, the attacker does not only need
to compromise the device connected to the cloud (e.g. the
smartphone), but also be close to a subset of devices forming
the IoY. Results show that the proposed mechanism is resilient
against a regular adversary. Furthermore, it is feasible in a
real world scenario in terms of computation time, storage and
bandwidth. It is specially suitable for files larger than 20kb
because they reduce the practical capacity of attack.

Future work will be focused on two aspects. First, the mech-
anism will be adapted to inter-IoY scenarios, thus supporting
having access to information only if more than one person is
present. Second, the use of lightweight cryptographic primi-
tives will be explored, as well as aggregation mechanisms, to
improve the proposal efficiency.
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