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Abstract—The widespread adoption of smartphones make
them essential in daily routines. Thus, they can be used to
create a covert channel without raising suspicions. To avoid
detection, networkless communications are preferred. In this
paper, we propose SmartLED, a mechanism to build covert
channels leveraging a widely available smartphone feature - its
notification LED. The secret is encoded through LED blinks using
Manhattan encoding. SmartLED is assessed in real-world indoor
and outdoor scenarios, considering different distances up to 5
meters. Our results show that the best performance is achieved in
dark settings — 34.8 s. are needed to exfiltrate a 7-byte password
to a distance of 1 m. Remarkably, distance does not cause a great
impact on effective transmission time and shorter blinks do not
lead to substantially greater transmission errors.

Index Terms—Smartphone, Covert communication, Covert
channel, Notification LED

I. INTRODUCTION

Smartphones are rocketing in the last years, reaching a total
amount of 3.8 billion worldwide!. They serve as a means
of communication with other parties, as well as for storing
personal information (e.g., pictures, videos, contacts, etc.).

Their permanent, expected presence in all environments
make them attractive in order to establish communications that
should remain unnoticed. This kind of channels are typically
referred to as covert channels, and have been extensively
researched. A plethora of alternatives exist to build this kind
of channels, being the uncommon use of network protocols
one of their first examples [1]. Indeed, covert channels are
typically used for data exfiltration in well-known threats, such
as advanced persistent threats [2].

In the last years, a particular type of covert channels
has attracted substantial attention. In essential infrastructures
and other corporate environments with highly sensitive in-
formation, it is common to have air-gapped systems, that is,
computing devices with no network connection. As a result,
a great amount of networkless covert channels have been
proposed (e.g., [3], [4]).

Given the widespread adoption of smartphones, in this paper
we focus on this type of devices for data exfiltration. Indeed,
they have already been applied for this purpose in different
ways, such as by producing inaudible sounds [5] or vibrations
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[6]. However, to the best of authors knowledge, no visual
covert channel has been built with smartphones.

To address this matter, in this paper we propose SmartLED,
a mechanism that uses the notification LED to build a network-
less covert channel. This component is already present in most
current models, as it visually shows the existence of messages
or events that require the user attention. Therefore, it can be
used to convey a given secret to an observer. For the sake of
illustration, SmartLED may help on exfiltrating sensitive data
(e.g., passwords) stored in the smartphone, either intentionally
(e.g., disloyal employees) or as a result of an attack (e.g., after
infection with a piece of malware).

Since it requires both parties remain in line of sight, a
number of associated research questions are devised:

RQI1 Is the notification LED effective for building a covert
channel?

RQ2 Is information retrieved affected by the distance to the
observer?

RQ3 Is it possible to characterize the impact of the light
environmental conditions in the effectiveness?

To address these questions, the contributions of this paper
are as follows:

1 We propose SmartLED, a mechanism that leverages the
notification LED of a smartphone to build a covert
channel.

2 We assess the effectiveness of the channel under different
ambient light conditions and observer distances.

3 We release an open-source prototype implementation to
foster further research in this direction.

This paper is structured as follows: Related works are intro-
duced in Section II. Section III describes SmartLED, whereas
Section IV focuses on its assessment. The countermeasures
against the proposed mechanism and its enhancements are
discussed in Section V. Finally, Section VI concludes the paper
and points out future research directions.

II. RELATED WORK

Covert channels are a well-known research topic which has
been significantly studied. Their use in networks protocols
was one common application [7] and they have been specially
applied in air-gapped computers, that is devices isolated from



public or insecure networks. In this vein, a wide array of
approaches have been proposed — [8] presents a malware to
exfiltrate data through cellular GSM frequencies; [9] through
the blinking pattern of keyboard LEDs; [3] through electric
emissions on power lines; [4] through the magnetic fields of
computers, using a smartphone to receive the covert signals
with its magnetic sensor; [10] through the speakers of a
computer considering acoustic signals emitted from its hard
drive; [11] through the LED of a computer hard drive; [12]
through blinking infrarred LEDs of computer devices; [13]
through LEDs located in network equipments such as switches
or routers; [6] through vibrations by controlling the fan speed
of a computer; and [14] through the turn of power supplies into
speakers by manipulating their internal switching frequency.
With the same purpose but not focusing on air-gapped devices,
[15] proposes the use of electromagnetic signals as a covert
channel between a laptop and a smartphone.

However, with the advent of Internet of things (IoT) devices,
new approaches appear. For instance, [16] presents a covert
channel based on the generation of sound waves imperceptible
to human ears to send information to neighbor sensor nodes
used for IoT applications. In terms of smartphones, [5] uses
Android device speakers to produce an ultrasonic sound that
can be retrieved by the microphone of a device with too high
frequency for humans. Also in Android, [17] uses a pair of
apps to generate an ultrasonic communications bridge in which
the the source application has access to the data, the speakers
and the local sensor package to send such data. [18] proposes
a pair of applications as well — one in the form of a game
to modify the status of the system, e.g. motion sensors, by
inducing the user to change it voluntarily, and the other one to
read performed changes. In [19] an adversary model for data
exfiltration in Android devices is proposed. A pair of proof
of concepts show the possibility of exfiltrating data through
SMS and inaudible audio transmission. Moreover, in [20] the
celullar voice stream is used as a new set of covert channel
in smartphones. By contrast, in [21] a covert channel applies
the reflection of signals from the target device. The impedance
of a device’s wireless network interface card is controlled to
covertly leak sensitive information.

Table I depicts a comparison of related works, analysing the
sender, which is the device used to build the covert channel, the
receiver and features applied for data transmission. Moreover,
for the interest of this paper, the types of light conditions (for
visual covert channels) and experimental distances are also
specified. Most approaches use computers as sender devices,
while five of them apply smartphones [5], [17]-[20] and
[21] mobile nodes. By contrast, mobile devices are common
receivers, being specially frequent the use of cameras for
receiving information from LEDs. Indeed, the LED of assorted
devices, like keyboads [9] or routers [13], has been considered
for data transmission in covert channels. As a matter of fact,
when the LED is the component at stake to build the covert
channel, just [11] points out that the system is affected by light
conditions specially considering night and daylight. In terms of
distances, evaluating systems at different distances in meters is

a common practice and when considering long distances, like
in [8], a dedicated equipment is applied. However, [11] points
out that the computer LED was identified at 20 meters at night
but without specifying the type of receiver or given details in
this regard. Thus, SmartLED is the first proposal in which
the sender is a smartphone using the notification LED as the
covert channel feature and in which a comparative analysis
of the effects of light conditions is carried out at different
distances.

Table I
RELATED WORK
Sender de- Receiver de- Cover chan- Light condi- Distance
vice vice nel feature tions
[8] Computer Mobile Electromagnetic n/a 1-55 m. or
phone (not GSM signals +30 m. with
smartphone) dedicated
equipment
[3] Computer, Probe CPU power n/a n/a
server, IoT  connected to  consumption
device rep- a computer
resentation
(Raspberry
Pi 3)
[4] Computer Smartphone Magnetic n/a 0-12 cm.
signals
[10] Computer Device with ~ Speakers n/a 1-2m
audio record-
ing capabili-
ties
[6] Computer Smartphone Vibrations n/a 10-160 cm.
[14] Computer Moble Power n/a 0-2.5 m.
phone (or  supplies
smartphone)
[19] Smartphone Computer, SMS, n/a 0.1-6.1 m.
server inauditable
audio
[5] Smartphone - Ultrasonic n/a 6-30 m.
sound
[17] Smartphone Smartphone Ultrasonic n/a n/a
bridge
between
mobile apps
[20] Smartphone Smartphone Cellular n/a
voice
channel
[18] Smartphone Smartphone Game app n/a n/a
[15] Computer Smartphone Electromag. n/a 0-14 cm
signals
[21] Mobile Computer Impedance n/a 0.4-2 m.
device of a device’s
wireless
network
interface
card (NIC)
[16] Mobile Mobile Sound waves n/a
nodes nodes impercepti-
ble to human
ears
9] Computer Security Keyboard Not consid-  0-9.5 m.
camera, LED ered
smartphone
[11] Computer Camera Hard drive Night and 20 m. at
(e.g. drone, LED daylight* night and
security 3 m, 4 m.
camera. .. ) and 5 m. in
a room in
daylight
[12] Computer Camera (e.g. Infrarred Not consid- 1 m.
smartphone, LEDs ered
security
camera,...)
[13] Router Camera/ Op-  Router LED Not consid-
tical sensor ered
SmartLED Smartphone  Camera Notification Indoor: 0.2m., 1 m,
(e.g. smart- LED Darkness / 2m.,3m.,5
phone) dim light / m.

bright light.
Outdoors

* briefly mentioned

III. SMARTLED DESCRIPTION

This Section introduces the proposed mechanism, dubbed
SmartLED. For this purpose, Section III-A provides with
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Figure 1. System description

an overview of the mechanism. Afterwards, the user model
is shown in Section III-B. The main steps of the secret
transmission, namely its preparation, encoding, transmission
and receiver processing are introduced in Sections III-C, III-D,
II-E and III-F, respectively.

A. Overview

The use of the smartphone notification LED for covert
communications involves several steps as depicted in Figure
1. Let us assume a pair of users, one of them owning a
smartphone with notification LED (Spgp), which will be
used to build the covert channel, and the other user owning a
camera (C), e.g. in a smartphone, which will be the receiver
of transmitted data.

There are two potential use cases for such a communication.
On the one hand, to steal data from a smartphone, which is
previously infected with regular malware (e.g. [22]) or even
one related to an advanced persistent threat (e.g. [23]). On the
other hand, to secretly share some information between two
participants in a networkless manner.

In any case, the data to be transmitted has to be prepro-
cessed and encoded. Then, Spgp’s notification LED blinks
accordingly. Once the LED is blinking, C records a video,
which is later processed and decoded to get the data at stake.

Along this process the following features should be appro-
priately tuned as they may reduce SmartLED effectiveness:

« Sender-receiver distance: C' has to be located at the right
distance from Spgp.

« Environmental light conditions: Spgpp should be located
within an appropriate environmental light. Similarly, good
conditions are required for C' to record the video.

« Blinking features: the intensity and duration of Spgp’s
blinks should be considered, as it may affect the recording
made with C.

B. User model

There are a pair of settings in which SmartLED can be
applied, namely intentional and unintentional exfiltration. Each
one counts on different parties acting as users:

o Intentional exfiltration: In this case, Spgp and C are
managed by a pair of (potentially malicious) users who
want to share secret information in a place where the
use of public networks, e.g., Internet, is not available or
is subject to surveillance. This is the case of someone
sharing information to another participant in a meeting
room, or an insider leaking a secret from a meeting
glass-walled room to an outsider. An application to do
the exfiltration is installed in Sy rp and another one for
message recovery is installed in C, e.g. in a smartphone.

o Unintentional exfiltration: In this case, the user is a ma-
licious third party different from the smartphone owner.
He wants to exfiltrate secret information stored in that
device. For this purpose, a malware is installed in S gp
to exfiltrate secret data and an application to recover the
secret message is installed in C, which is controlled by
the attacker. Note that there are assorted ways to install
malware on smartphones, such as sending a malicious
link to the victim [24] or exploiting the popularity of
social networks [25].

Finally, note that people receive lots of notificacions daily
[26], namely from emails, chats, etc. and commonly, all of
them make the smartphone blink. Analysing the perceptibility
of LED notifications, [27] concluded that only a fraction of
users noticed LED blinks even when the phone was lying
on the table. Going a step forward, [28] determined that
LED notifications are easy to be missed. Thus, a smartphone
blinking is not considered suspicious at all, though this study
considers blinking features for better stealthiness.

C. Message structure

Symbols of the secret message are encoded in 6-bits based
on the alphabet presented in Table II, composed of lower
letters, numbers and a set of special characters. Note that any
kind of alphabet could be used, but this particular one has
been set to minimize the amount of transmitted bits without
losing the capability to represent typical texts (e.g., phrases,
passwords, etc.).

Table 1T

MESSAGE ALPHABET AND DECIMAL REPRESENTATION
a b ® d © f g h i j k 1 m n o
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14
p q r s t u v w X y z 0 1 2 3
15 16 17 18 19 20 21 22 23 24 25 26 27 28 29
4 5 6 7 8 9 i ! ? i : B o : -
30 31 32 33 34 35 36 37 38 39 40 41 42 43 44
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Message Preamble Secret Secret message
structure (EE] Incssaes (6-1536 bits)
length (8 bits)
10101010 | 00000111(7) 001001(3) 000111(7) 010011(19)
Alphabet
encoding 100001(33) 010110(22) 111000(28)
100101(37)

Manchester 011001 [1010101010 10100110 10 01(9) 10 101001 01
\FEEg02.3 | 100110 | 010101(7) | 01(7) 1001101001 01(19) 0110 10 10
encoding 0110 10 01(33) 1001 10 01 01 10(22) 01 01 01

10 10 10(28) 01 10 10 01 10 01(37)

Figure 2. Message structure and example of encoding ’jht7w2!” Numbers in
blue represent decimal values.

Each transmitted message is composed of a 8-bits preamble,
in line with existing works [6]; the size of the secret message
in 8-bit format, which corresponds to the amount of symbols
of the secret message; and each of the symbols of the secret
message in 6-bit format. For instance, the secret message
"jht7w2!" is encoded as '9 7 19 33 22 28 37’ and Figure
2 presents the message in binary after applying alphabet
encoding.

D. Transmission encoding

The secret to be transmitted is translated into Sp g p blinks.
It must be recalled that any LED counts on two possible states,
namely activated and deactivated. This opens up the door to
multiple encoding types. First of all, the binary encoding is a
common solution, setting, for instance, the LED deactivated
for transmitting O and activated to transmit 1. However, this is
not a feasible alternative due to a pair of reasons. On the one
hand, we have experimentally determined that the notification
LED cannot be continuously activated for a long period of
time. Therefore, secrets with sequences of 1’s will not be
effectively sent. On the other hand, stealthiness would be lost
if the notification LED is activated for such a long period.

To overcome these limitations, Manchester encoding is
applied in line with other covert channel approaches [11],
[13]. This particular encoding uses the transition between two
states to transmit each bit. Using the original encoding, by
G. E. Thomas, transmitting 0 means a low-to-high signal
level transition (01’, LED-OFF; LED-ON) and transmitting
1 from high-to-low (’10’, LED-ON; LED-OFF). By contrast,
the second convention is proposed in IEEE 802.3 [29] and
IEEE 802.4 [30] standards and it is the inverted version of the
original one.

Therefore, in SmartLED, once the message is alphabet-
encoded the Manchester encoding is applied to be later
transmitted. Figure 2 shows the transmission encoding of the
secret message ’jht7w2!” following Manchester IEEE 802.3
encoding.

E. Message transmission

Let « be the duration in seconds of each Sy gp blink. This
parameter has to be set with care as it imposes a tradeoff
between stealthiness and performance — shorter blinks will
lead to better transmission rates but the amount of reception

errors may also raise depending on the quality of the receiver
camera. Recalling the Manchester encoding, each bit of the
message is encoded by a pair of bits (10’ or *01°). Therefore,
each bit is transmitted in 2a.

F. Video processing

In the processing of the video recording two general steps
are distinguished, the identification of frames, that is images of
the video, and their later processing. In this latter step assorted
techniques could be applied but, given the need of identifying
light points, the use of machine learning algorithms or the
management of grayscale images, are common approaches
already used, e.g., for traffic light detection [31], [32]. There-
fore, SmartLED follows four steps in this regard. First, the
video is divided in frames. Second, each image is converted
to grayscale. Third, a binary threshold function is applied to
distinguish those pixels which are bright and thus, a contour is
detected. Finally, the number of contours is identified. Images
are compared in terms of contours, assuming that an increase
in the number of them corresponds to the activation of the
notification LED.

IV. EVALUATION

This Section focuses on the assessment of SmartLED. For
this purpose, the prototype implementation is firstly described
(Section IV-A). Afterwards, the experimental settings and
evaluation metrics are introduced in Sections IV-B and IV-C,
respectively. The achieved results are presented and discussed
in Section IV-D.

A. Prototype implementation

A pair of Android applications have been developed and
published in GitHub?. In particular, CoverApp has to be
installed in Sy gp whereas RecordApp is a desktop application
to be used after the video is recorded. CoverApp consists of
an interface in which the Spgp’s owner writes the secret
message, which is later transmitted through SmartLED. In
the case of unintentional exfiltration (recall Section III-B),
CoverApp could be replaced by a malware to collect the
private data [22].

By contrast, after C' records the notification LED of Sy gp,
RecordApp uses OpenCV library® to do the video processing.
It must be noted that this library provides with primitives to
carry out the four steps described in Section III-F.

B. Experimental settings

1) Devices: A pair of devices have been used in the
evaluation:
e Spep is an Elephone E7 with Android 7.1.1 and a
notification LED.
o C is a Xiaomi Mi Mix 2s with a Sony IMX363 camera
of 12 megapixels.

Zhttps://github.com/Sergio98bm/SmartLED
3https://opencv.org/ , last access July 2020



Figure 3. Experimental setting for indoor dim light

2) Scenarios: Four different scenarios have been applied
for evaluation purposes. Considering light intensity, scenarios
are the following:

o Indoors-Dark: the scenario is not illuminated in any way.

o Indoors-Dim light: the scenario has some indirect light.

o Indoors-Bright light: the scenario counts on a source of
intense light.

o Outdoors-Sun light: the scenario is outside a building,
and thus, illuminated by the sun.

For the sake of illustration, Figure 3 shows an indoors-dim
light setting.

3) Parameterized features: To analyse the impact of dis-
tance in SmartLED, C is located at 20 cm., 1 m., 2 m., 3
m. and 5 m. from Spgp. Note that data is collected from
smartphones’ LEDs, so 5 m. is not only a sensible distance for
this type of exfiltration, but also in line with related works. On
the other hand, to study the effect of the length of the blink, «
is set to 300 ms. and 450 ms. These values have been chosen as
300 ms. is the shortest value that can be configured according
to our experiments, and 450 is the one used by default in the
considered smartphones. Indeed, these values are chosen as
a trade-off between stealthiness and performance because the
longer « is set, the longer the time to collect the secret and the
higher the possibilities for the victim to notice the exfiltration.

Finally, the secret message jht7w2/, which is assumed to
be the password, is encoded and sent through the covert
channel. Although the experiment could involve more words
or sentences, the system is not affected by this issue and results
can be generalized to any other secret data.

To ensure the validity of the results, each experiment (i.e., a
transmission in a given environment at a given distance with
a particular blink duration) has been repeated 5 times. This
leads to a total of 170 tests, considering that not all combi-
nations have been successful — for practical reasons, outdoor
experiments have been limited to 1 m. In the following, the
average results for each setting are reported. For the sake of
clarity, the whole set of results are presented in Appendix.

C. Evaluation metrics

There are two main practical issues to be measured in Smar-
tLED, namely the transmission effectiveness and the actual
time taken. For this purpose, three indicators are at stake. First,
Bit error rate is a measure of the effectiveness of the reception
after decoding the transmitted data. It corresponds to the ratio
between the amount of bits that have errors (£}) and the total
number of bits of the secret message (13), see Equation 1.

BER = 2] * 100 (1)
Ty

As a natural consequence of errors, the secret may have
to be sent several times to ensure its correct reception in
full. Thus, Retransmission Average Rate (RAR) refers to
the amount of times, on average, the message should be
retransmitted to be recovered. This is computed considering
the inverse of BE R following Equation 2.

100

RAR = ((100 — BER)

IVBER! =0, RAR = 0 otherwise.
2

Concerning performance issues, Transmission time (1'T")
measures the time needed to send a message though the covert
channel including its potential retransmissions (Equation 3). It
is computed by considering the amount of bits at stake and
the number of retransmissions. With respect to the first factor,
it is computed by adding 16 bits of the message preamble,
the Secret Message size (|SM]) and the number of bits of
SM, considering that each byte is encoded in 6 bits. Each of
these bits takes 2a: to be transmitted due to the Manchester
encoding. Moreover, it is necessary to retransmit the message
RAR+1 times to promote the correct reception. Also, the
physical transmission time involves covering the considered
distances at light speed, but it is negligible and not considered
inTT.

TT = (1+ RAR) x (16 + |SM| + SM) x 6) x 2a) (3)

D. Results

For the sake of clarity, each of the research questions will
be addressed in a separate subsection, where Table III presents
average results in terms of RAR, T'T, standard deviation of
BER and BER.

1) Feasibility analysis: In order to determine whether
SmartLED is suitable for real-world use cases, it is necessary
to measure the time taken to exchange the data items at stake.
In the case of the proposed secret message (i.e., password), 77T
is 2.25 and 3.84 minutes for o 300 and 450 ms. respectively,
being RAR 3 and 4 and BER 49.57 and 52.66. It must
be noted that these results are the global average among all
experiments with each «, so they are not representative for
any particular distance or environment. Indeed, the particular
performance will greatly vary among settings as it will be
explained later.



Table III
RESULTS ANALYSIS
TT (min) | RAR | BERStd. | BER
Deviation
«

300 ms. 2.25 3 13.95 49.57
450 ms. 3.84 4 14.81 52.66
Distance
20 cm. 2.56 3 13.45 45.35
1 m. 2.51 3 13.11 45.84
2 m. 2.76 3 16.10 49.33
3m. 3.48 4 11.56 46.58
5 m. 3.00 4 17.96 50.68
Environments
Indoors-Dark 1.19 1 6.67 2.98
Indoors-Dim light 3.42 4 18.53 69.15
Indoors-Bright light 3.97 5 17.91 70.34
Outdoors-Sun light* 4.42 5 13.97 77.83

*Upto 1 m.

One important matter is that the effect of « is contrary to our
expectations. Our results show that the shorter « is, the better
in terms of transmission errors. Although the difference is not
substantial, one potential cause is the camera sampling rate.
Therefore, more powerful C's (equipped with better camera or
camera lens) could revert this trend.

2) Impact of distance: Our experiments support that the
distance has a slight effect on the system accuracy and perfor-
mance. For the sake of repeatability, the outdoors environment
has not been considered herein, because not all distances were
considered in that setting (recall Section IV-B3).

In shorter distances, e.g. 20 cm. or 1 m., BER is 45.35
and 45.84 respectively, increasing a little bit in the remaining
cases. In 3 m. results are better than closer distances, but the
difference in BER is small and no remarkable conclusions
are achieved. Nonetheless, in terms of 77" the maximum
difference between distances is of 0.72 min, being 1 m the
best alternative to balance BER and T'T. Finally, the most
common pattern of the standard deviation shows an increase
with the distance.

All in all, it must be noted that the increase in distance
does not lead to the same increase in 1T7T. Thus, while the
distance grows in a factor of 25 (from 20 cm. to 5 m.), TT
only increases by a factor of 1.17 (from 2.56 min. to 3 min).

3) Impact of light conditions: SmartLED is highly im-
pacted by environmental conditions. This is observed in all
settings, even considering that the maximum distance for
outdoors settings has been 1 m.

While in a dark environment BER is 2.98 and most
of the message could be retrieved even without a single
retransmission, other environments are more challenging and
require higher RAR. When the environmental light is brighter,
results get worse, as BE R is 69.15 in "Indoors-Dim light" and
70.34 in "Indoors-Bright light", getting to 77.83 in "Outdoors-
Sun light" and T'T" goes from 3.42 to 4.42 min.

As a result, if SmartLED is used in bright environments,
RAR increases up to 5 in some cases and it has a dramatic
impact on T7. A similar trend is observed in the standard

deviation of BER, as it increases around to 18. Therefore,
the effect of light is not only a reduction in SmartLED
effectiveness, but also an increase in the uncertainty of the
success of each execution.

4) Discussion: Based on our findings, SmartLED is heavily
affected by the environmental settings at stake. Thus, in what
comes to the light conditions, a set of conclusions can be
drawn:

« In a "indoor-dark" environment the system works remark-
ably well in 1 m. or less. For larger distances SmartLED
works slightly worse. Indeed, the system works well
even considering the standard deviation. Besides, BER
differences are less than in other environments.

o In "indoor-dim light" the best behaviour corresponds to
shorter distances, 1 m or less.

« The system is significantly resistant to distance variations
in "indoor-bright light".

« In "outdoor-sun light" smaller « are preferable.

Concerning distances, the shorter, the better, though results

show that the impact is not proportional to the distance. This
is not a highly differentiating factor, as least considering 5
m. as the greatest distance. However, using a better camera
may lead to better and more consistent results across different
distances, even beyond the ones considered herein.

Moreover, SmartLED is appropriate to exfiltrate short mes-

sages, such as passwords, as longer ones increase 71" and
the system may become impractical. Around 3.04 min, on
average, are required for exfiltrating a 7-bytes word and thus,
the system is not ready to work on an immediacy bases. For
the sake of illustration, a typical SMS (140 characters) would
require around 8 minutes with o 300 ms., which might not be
practical. In any case, SmartLED has been shown to be suitable
for indoor dark environments, in which promising performance
rates (around 1 min. with very low BER) have been achieved.

Finally, in comparison with related works dealing with

LEDs, SmartlLED improves BER results of [9] and [13]
in "dark" environments, while the remaining works cannot
be compared in this regard. Moreover, [9] and [13] do not
compare and analyse different environmental settings. On the
other hand, SmartLED achieves bit rates of 0.15 and 0.23 bits/s
for a 300 and 450 respectively. Although they are smaller than
other proposals (i.e. [9] and [13]), it must be recalled that the
management of smartphone LEDs in Android impose practical
limits that restrict the available choices for «. Moreover, as
pointed out in Section IV-B, data exfiltration should be carried
out in an stealthy way, so « should be kept within common
limits.

V. COUNTERMEASURES AND ENHANCEMENTS

A pair of different types of countermeasures against the use
of SmartLED are identified, namely hard and soft ones, as
follows:

e Hard countermeasure: a barrier between the transmitter
and received device, S, gp and C in this case, is the most
effective countermeasure. In this way data exfiltration



would be infeasible. In a real setting this would refer
to the existence of a dark wall, a person or any other
object between Spgp and C.

o Soft countermeasure: the modification of environmental
features may decrease the system effectiveness, as trans-
mitted data could be altered or even lost. One possible
alternative is to use another light point, e.g. flashlight, to
confuse the system. Moreover, specially focused on the
’unintentional exfiltration’, the use of a polarized filter to
change the intensity of the notification LED would make
data exfiltration more difficult.

A pair of enhacements can be considered in the current
design of SmartLED. On the one hand, the message could
be encrypted. Stream ciphers (such as ChaCha20 [33]) are
appropriate alternatives. They could be applied without im-
pacting the message length or performance to a great extent,
for instance, using ChaCha20 270.72 MB/s are encrypted in
a 1386 processor4. On the other hand, when retransmissions
are required, specially in bright environments where RAR is
higher, the inclusion of integrity checks would help in the
message recovery allowing the identification of incorrect bits.

VI. CONCLUSION AND FUTURE RESEARCH ISSUES

Nowadays, smartphones are present in daily routines in
modern societies. Thus, their use for sharing information
is regarded as normal. In this paper, a mechanism (dubbed
SmartLED) to build a covert communication with an external
observer has been proposed. SmartLED leverages the noti-
fication LED that is currently present in most smartphones.
Therefore, it does not require any data connection between
both parties. Its effectiveness under different ambient light
conditions and observer distances has been characterized.
Thus, it has been shown to be effective to convey short
messages such as passwords in dark environments. Moreover,
the impact of the type of ambient light is significantly greater
than the observer distance — SmartLED has been shown to
perform similarly until 5 m.

There are three research questions that remain open. First,
adapting SmartLED for scenarios in which both sender and
receiver are in motion. Second, assessing the improvement of
leveraging the LED light color (which is variable in some
smartphones) to convey a greater amount of information.
Last but not least, the impact of visual interferences (which
is a practical countermeasure) on the effectiveness of the
mechanism is other open issue to analyse.
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APPENDIX

Table IV presents all experimental results.
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Table IV
EXPERIMENTAL RESULTS

BER - number of experiments
2

Average
RAR

Average
TT (ms)
34800
34800
104400
34800
34800
139200
174000
174000
174000
243600
174000
174000
139200
104400
174000
208800
174000
52200
52200
52200
156600
156600
261000
208800
208800
261000
208800
261000
261000
313200
522000
261000
365400
313200

Distance
20cm

a Environment 1
0
Im 0
0
0

0 0
0 0
0 0
0 0

Dark 5m 0 0 0
20cm | 73.69 | 48.03
Tm | 9737 | 60.53 | 92.77 | 57.02 | 5855
Im | 5527 | 78.08 | 71.06 | 88.6 | 76.22
3m | 78.08 | 91.23 | 5351 | 65.79 | 55.27
Sm | 79.83 | 5527 | 86.85 | 98.25 | 79.83
20cm | 4211 | 9299 | 63.16 | 579 | 93.86
Tm | 6492 | 8246 | 562 | 62.29 | 9825
om | 43.86 | 8246 | 6843
3m | 45.62 | 4737 | 3772 | 13.60 | 3422
5m | 50.88 | 6492 | 56.15 | 965 | 79.83
J0cm | 8422 | $8.6 | 8948 | 7T1.06 | 52.64
Sun light Tm | 579 | 8948 | 6843 | 58.78 | 91.23
20cm 0 0 0 0 0
m 0 0 0 0 0
Im 0 0 0 0 0
3m 0 175 0 0 0
Dark Sm 0 [ 7457 0 0 0
20cm | 9737 | 570 | 4825 | 6141 | ST72
Tm | 4562 | 5439 | 5351 | 90.36 | 50.88
om | 63.16 | 59.65 | 45.62 | 8948 | 7457
3m | 9562 | 91.23 | 43.86 | 96.5 | 43.86
Sm | 9737 | 56.15 | 54.39
20cm | 87.72 | 51.76 | 49.13 | 87.72 | $5.09
Tm | 4036 | 50.88
Tm | 9299 | 8948 | 78.95 | 49.13 | 333
3m | 8333 | 86.85 | 7632 | 97.37 | 98.25
5m | 8597 | 86.85 | 87.72 | 48.25 | 579
20cm | 88.6 | 84.22 | 71.93 | 8333 85
Sun light m 83 [ 48.25 | 91.23 | 78.08 | 9123

Dim light

300 | Bright light

Dim light

450 | Bright light
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